
 

 
 
 
 

Southwest Power Pool Regional Entity 
Self-Logging Program 

 
Self-Logging is a process whereby Registered Entities may aggregate recurring minimal risk violations 
of the NERC Reliability Standards and report them to the Southwest Power Pool Regional Entity 
(SPPRE) on a periodic basis. Self-Logging is available for those Registered Entities that have 
successfully completed the approval evaluation process established by NERC and approved by FERC. 

 
I. Requesting Eligibility for the Self-Logging Program 

 
Registered Entities may request to participate in the Self-Logging Program by submitting an email request to 
the SPPRE File Clerk at spprefileclerk@spp.org. Such requests should include the name of the Registered 
Entity, NCR number, and a point of contact for information necessary to complete the Self Logging approval 
evaluation process. SPPRE will send the Registered Entity an Assessment Questionnaire that must be 
completed and returned to the SPPRE File Clerk. A SPPRE Compliance Staff member will be assigned to 
coordinate the Self-Logging eligibility evaluation for the Registered Entity. 

 
 

II. Regional Entity Review of the Registered Entity’s Processes 
 

In accordance with guidance provided by NERC, SPPRE will determine a Registered Entity’s eligibility 
for participation in the Self-Logging Program through a formal eligibility evaluation of the Registered 
Entity’s controls to identify, assess, and correct noncompliance. 

 
To satisfy the evaluation criteria established by NERC and become eligible for Self-Logging, a 
Registered Entity must demonstrate that it has sufficient internal processes in place to identify, 
categorize, prioritize, and mitigate operational risks to reliability. It also must have sufficient internal 
processes to perform corrective and preventative actions.  SPPRE will assess whether these internal 
processes have been properly designed and implemented. The Registered Entity is required to 
provide sufficient evidence to support SPPRE’s assessment of the effectiveness of these processes. 
The nature and extent of SPPRE’s review may vary according to the inherent risk of the Registered 
Entity, known or potential process deficiencies, and its knowledge of the Registered Entity’s internal 
compliance program gained through prior compliance monitoring and enforcement activities. 

 

III. Communication of Eligibility Determination 
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The Registered Entity is responsible for providing SPPRE with the requested information necessary 
for the eligibility evaluation described above. SPPRE will complete the eligibility evaluation 
approximately 90 days from the date of receipt of all requested information.  Following completion 
of the eligibility evaluation, SPPRE will issue a written notice to the Registered Entity as to whether 
the Registered Entity qualifies for Self-Logging and if approved, the Reliability Standards and 
Requirements for which the Registered Entity may self-log. If SPP RE disapproves the Registered 
Entity’s request for Self-Logging, SPPRE will provide the Registered Entity with an explanation of 
factors affecting its determination. 

 
 
IV. Process for Self-Logging 

 
If approved for participation in the Self-Logging Program the Registered Entity will maintain a Self- 
Logging spreadsheet for documenting eligible minimal risk issues of noncompliance. 

 
If the Registered Entity has qualified for Self-Logging for both Operations and Planning (“O&P”) and 
Critical Infrastructure Protection (“CIP”) Reliability Standards, the Registered Entity will submit one log 
that contains both  O&P and CIP Standards. The Registered Entity will submit its log to SPPRE within 15 
calendar days following the end of each calendar quarter by utilizing the data submittal process in 
webCDMS. Entities must submit a quarterly log whether they have an issue of noncompliance or 
not.  

 
Only issues of noncompliance that pose a minimal risk to the reliability of the bulk power system are 
appropriate candidates for the log. The Registered Entity’s risk determination must consider, when 
applicable: 

1. The timeliness of detection; 

2. The method of detection (e.g., whether detection is the result of effective execution of 
internal controls); 

3. Actions or processes in place during the noncompliance that mitigated the risk or acted as a 
meaningful correction to the noncompliance; 

4. The timing and level of efforts undertaken, or to be undertaken, to mitigate the 
noncompliance; 

5. Whether there are additional potential issues of noncompliance related to or indicative of the 
same or similar root cause underlying the noncompliance; 

6. Whether the noncompliance is limited to an administrative or documentation error; 

7. The size and interconnectedness of the Registered Entity’s system; 

8. The location or asset involved with the noncompliance; and 

9. The occurrence and/or likelihood of occurrence of any harm to the bulk power system. 
 

SPPRE anticipates providing training regarding risk assessment of noncompliance to those Registered 
Entities that are approved for Self-Logging. 

 
Instances of noncompliance that pose a moderate or a serious and substantial risk to reliability 
should not be included in the log. Registered Entities are encouraged to self-report such issues 



 

 
promptly to the SPPRE. 

 
If the Registered Entity is not certain about the level of risk associated with a specific noncompliance, 
the Registered Entity may contact SPPRE to discuss the noncompliance and determine whether it is 
appropriate for Self-Logging. 

 
V. SPPRE Evaluation of Logged Items 

 
Within 15 calendar days from the end of the data submittal period, SPPRE will evaluate the log 
submitted by the Registered Entity to determine if it clearly and adequately provides all required 
information (Name, NCR number, Standard and Requirement, Description of the Issue, Description of 
the Risk Assessment, and Description and Status of Mitigation Activities). 
 
SPPRE’s evaluation will, at a minimum, include a determination of whether: 

1. The logged noncompliance is sufficiently described; 

2. The minimal risk determination is justified and reasonable; and 

3. The mitigation activities for the noncompliance are appropriate and adequate. 
 

If SPPRE’s Compliance Staff concludes that the Registered Entity’s logged instances of noncompliance 
are sufficiently described, reasonably and justifiably assessed as minimal risk, and subject to  
adequate and appropriate mitigation, they will request the Registered Entity to submit self-reports in 
webCDMS for the logged issues of noncompliance. The SPP RE Enforcement Staff will process the 
logged noncompliance issues as Compliance Exceptions. 
 
After SPPRE’s Compliance Staff has clicked the “Send to NERC” button in webCDMS and obtained the 
NERC Violation ID, Compliance Staff will upload the Self Log Spreadsheet to the File Clerk folder 
(Y:\Time Matters Pool (TMP)\_CLERK) and reference the violation ID. The File Clerk will then upload 
the Self Log Spreadsheet to webCDMS Regional Documents using the NERC Document Type “Self-
Report Log”. 

 
If SPPRE’s Compliance Staff concludes that any of the Registered Entity’s logged issues of 
noncompliance are deficient due to unclear or missing information, unsupported risk 
determinations, or inadequate mitigation (e.g., recurring instances of noncompliance stemming from 
the same or substantially similar root cause), the Compliance Staff may, at its discretion: 

1. Work with the Registered Entity to correct the unsatisfactory log entries, including, if 
necessary, asking for additional information or mitigation activities; 

2. Send the noncompliance to SPPRE Enforcement for processing through an alternate 
disposition method; or 

3. Modify or revoke Self-Logging, depending on the facts and circumstances of the deficient log. 
 

Where there is evidence that the Registered Entity failed to make a good faith effort to accurately 
record or effectively mitigate a logged noncompliance (e.g., if the Registered Entity knew or should 
have known that it mischaracterized a logged noncompliance as posing a lesser risk in order to qualify 
it for Self-Logging; or if a Registered Entity knew or should have known that it implemented 
inadequate mitigating activities that could not reasonably be expected to correct and/or prevent 
recurrence of the logged noncompliance), SPPRE may revoke Self-Logging and process the logged 
noncompliance through a formal enforcement action. If SPPRE revokes or modifies the Registered  



 

 
Entity’s Self-Logging eligibility, SPPRE will inform the Registered Entity of the basis for that decision. 
Once a Registered Entity is removed from the Self-Logging Program the Registered Entity will not be 
allowed to reapply for Self-Logging for one year. 

 

VI. Maintaining Records of Logged Items 
 

The Registered Entity must maintain evidence to support the description of the noncompliance, its 
minimal risk assessment, and the completion of mitigation activities for each issue of noncompliance 
recorded on the log. 

 
The Registered Entity shall maintain such evidence for twelve months from the later of SPPRE’s 
verification of the completion of the mitigating activities or the receipt of SPPRE’s Notice of 
Compliance Exception treatment. 

 
VII. Regional Entity Verification of Mitigation Completion 

 
The Registered Entity must submit evidence supporting the completion of its mitigating activities to 
SPPRE Enforcement concurrent with submission of the self-report in webCDMS S. The evidence 
submitted by the Registered Entity will be reviewed by the Enforcement Staff.  SPPRE Enforcement 
will notify the Registered Entity upon verifying completion of its mitigation activities. 

 
If SPPRE Enforcement concludes the submitted evidence does not fully support completion of the 
mitigating activities, SPPRE Enforcement may request that the Registered Entity submit a Mitigation 
Plan in webCDMS.  Should SPPRE’s verification of the completion of a Registered Entity’s mitigating 
activities reveal a pattern or practice of: 1) lack of mitigation activity completion; or 2) poor record 
keeping, SPPRE may modify or revoke the Registered Entity’s Self-Logging eligibility. 

 
 
 
 
 
 
 

Revision Section(s) 
Revised 

Reason for Change Approved by Effective Date 

0 N/A Initial Adoption Joe Gertsch, SPP RE 
Manager 
Enforcement 

06/19/15 

1 Process for 
Self-Logging; 
SPP RE 
Evaluation of 
Logged Items 

 Process Updates   Joe Gertsch, SPP RE 
Manager Enforcement 

 10/5/16 

 


	I. Requesting Eligibility for the Self-Logging Program
	II. Regional Entity Review of the Registered Entity’s Processes
	III. Communication of Eligibility Determination
	IV. Process for Self-Logging
	V. SPPRE Evaluation of Logged Items
	VI. Maintaining Records of Logged Items
	VII. Regional Entity Verification of Mitigation Completion

