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Overview

This document serves as a guide for the Metering Agent (MA) Local Security
Administrator (LSA). The MA LSA is responsible for creating and maintaining the user
accounts of the Commercial Operations System (COS) Portal. Users of this guide should
read and understand policies associated with the LSA role.

This guide assumes that an individual has been registered as the LSA for a Metering
Agent. All activities related to the LSA registration process are outside of the scope of
this document.

Logging On to the Portal

All LSAs and users must have a valid digital certificate installed on the machine they are
using to access the Portal. LSAs gain access by completing the LSA registration process.
Please contact Customer Relations at question @spp.org with questions pertaining to LSA
registration. Individual users will be given access to the Portal by their designated LSA.

2.1 Logon

Once the required steps have been completed to be registered as a Portal User, the Portal
can be accessed by following these instructions:

1. Using Internet Explorer, browse to the SPP Portal Login page <https://portal.spp.org/SPP>.
From the Client Authentication dialog, select the digital certificate designated for Portal use
(Figure 2.1.1.), and then click OK.

If the Security Policy page (Figure 2.1.2) appears, click Accept.

4. The Portal Welcome page will be displayed.

et
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Figure 2.1.1 Client Authentication
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Figure 2.1.2 Security Policy
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2.2 Portal Welcome Page

After the LSA has successfully logged on, the user will arrive at the Portal Welcome page
(Figure 2.2.1). The user name, company name, and date are located in the upper right-hand
corner of the page. The main body of the page contains a welcome message, Customer Relations
contact information, and any current announcements. A menu bar displayed across the top of the
Portal page enables an LSA to access all of the views and functions within the Portal to which
they are assigned.

o poma
SPS‘B:Mwes! 5
Power Pool 71112010 10:50:27 CDT

CUSTOMER RELATIONS [ LU A= - g 0= 0= R, S
Fortal Users

Walcome to the SPP Portal. From the Portal, you can nawvigate through interactive screens to wiew and submit meter actual
data, create and review sanace requests and setlament disputes, and downioad safliement statemeants and summanes. The
navsgation bar above is customized based upon your prvileges established by your company's Local Sacurity Adménistrator

If you hawe more than one digital cerificate installed in your browser, you may have been prompied to choose one upon
antaring the Portal. The banner al the top of the page will indicate the user and the company associated with the digital
cartificate that you selacted

Your cerificate will expire in 41 days on Aug 11 21:08:50 2010 GMT
Please conlact your Customer Relations Represantative if you have any questions.

Seebel Admministrator

ACosFRspp ong

Figure 2.2.1 Portal Welcome Page

3. Create and Maintain Users

From SPP’s perspective, an LSA is the only person from an Asset Owner who can perform
limited user management for the Asset Owner’s users. The Metering Agent LSA is
responsible for adding, updating, and coordinating all information associated with general
users. Besides the LSA role, which permits creating and maintaining Portal users, there are
no other roles assigned to an LSA (View Calibration role is automatically assigned to all
users, including LSAs).

3.1 Portal User Page — Create User
Once a user obtains a valid digital certificate and has been created in the Portal as an

LSA, he or she can begin adding new Portal users for the Metering Agent (MA). In order
to create a new user, an LSA will need the user’s contact information, digital certificate
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serial number, and issuer. Additionally, the LSA will be responsible for assigning the
roles that the user will need to perform his or her job.

LSAs are responsible for creating and updating users for their Metering Agent (MA).

The Create/Update User page is designed to facilitate assigning roles for users, and is
explained in the following sections.

3.1.1 Accessing the Create User Page

1. Make sure you are on the Customer Relations tab.
2. From the Portal Users menu, choose Create (Figure 3.1.1).

Tennille Tims
L= ] SPP GRDA_MA
b Flbwpsr

ower Pool 71112010 10:52:00 COT

CUSTOMER RELATIONS LU LA-pg-tan i=lio e,

Welcoma to the SPP Portal. From the Poral, you can navigate through interactive screens io view and submit mater actusl
dala, creata and review senica requasts and settiement disputes, and downkoad satflement statements and summaries. Tha
nirigabion bar above is customized based upen your privileges established by your company’s Local Security Administraior

IF you héve more than one digital certficate instaled in your browsar, you may hawe been prompbed o choose ané upon
wntering the Porial The banner ai the fop of the page wil indicate the user and the company assocished with the digtal
conificati thal you Seeched

Your certificate will expira in 41 days on Aug 11 21:08:50 2010 GMT.
Piease contact your Cusiomer Relatons Representatve if you have any questons

Shatal Admunisirator
Ncos@ispp ong

Figure 3.1.1 Accessing Create User Page

3.1.2 Contact Information Area

The Contact Information area enables LSAs to enter basic contact
information for Portal users.

Fields in the Contact Information area are as follows (Figure 3.1.2).

= First Name: User’s first name (required)

= Last Name: User’s last name (required)

= E-mail Address: User’s e-mail address (required)

=  Work Phone Number: User’s main contact number (required)
= Additional Phone Number: Alternate phone number (optional)
= Job Title: User’s job category (required)

8/10/2010 © 2010 Southwest Power Pool. All Rights Reserved. Page 6 of 12
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3.1.3

3.14

Create User
First Name: |
Last Name:
E-mail Address: |
Wark Phone Number: |
Addtional Phone Number. |

Job Title: | General User v

Figure 3.1.2 Contact Information Area on Create User Page

Authorization Information Area

The Authorization Information area is designed to enable LSAs to enter digital
certificate information to configure user access.

Fields in the Authorization Information area are as follows (Figure 3.1.3).
= Certificate Serial Number: User’s OATI certificate serial number
(required)
= Certificate Issuer: User’s OATI issuer (required)
= User Status: Active or Inactive (required)

Authorization Information

Certificate Serial
Humber:

Certificate lssuer:

User Status:  Active

Figure 3.1.3 Authorization Information Area on Create User Page

Role Assignment Area
The Role Assignment area enables LSAs to assign specific roles to users.

Fields in the Role Assignment area are as follows (Figure 3.1.4).

© 2010 Southwest Power Pool. All Rights Reserved. Page 7 of 12
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= View Contacts: Permits the user to view a list of all contacts for their Metering
Agent.

=  User Messages: Permits the user to view messages generated from the service
request activity and settlements for their Metering Agent.

= View Interchange Meter Data: Permits the user to view interchange meter data
that has been uploaded for their Metering Agent. (This role is only available if
the Metering Agent is associated with Interchange Assets or Settlement Areas.)

= Upload/View MVARh Data: Permits the Metering Agent to upload and view
MVARAh files.

= View and Maintain Service Requests: Permits the user to create and view
Service Requests for their Metering Agent.

= View Entity Relationship Model: Permits the user to view/download the entity
relationship model for their Metering Agent.

= Upload/View Meter Data: Permits the Metering Agent to upload and view
meter data files.

Meter Agent - GRDA_MA : Selact All [ |
[¥] view Comacts [o] wiew Entity Relationship Model

] Uses Messages [¥] View and Maintain Senice Requests

[¥] view Interchange Mater Data [+ uploadiview Meter Data

[¥] Upload/View MVARR Data

Figure 3.1.4 Role Assignment Area

3.2 Portal User Page — View/ Maintain User

Whenever a user’s contact information or digital certificate information changes, the LSA
can update the information using the View/Maintain user functionality.

3.2.1 Accessing the View/Maintain Page

1. Make sure you are on the Customer Relations tab.
2. From the Portal Users menu, choose View/Maintain (Figure 3.2.1).
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Figure 3.2.1 Accessing the View/Maintain User Page

3.2.2 View User List Page

The View User List page displays all of the active and inactive users who have

been set up from the Metering Agent (Figure 3.2.2).

= To view user details, click the name of the user.
= To send an e-mail message to a user, click the e-mail address of the user.
This will open a new e-mail message window in your default e-mail

application.
View User List
Name Email Address User Status
colentas Apolication galenas@ords com Actre
Trangmiggion BOC {rpnaidan e} Acle
Ganeration BOC opsEerda com Active
Dowg Callisen isonigrda com Actee
ot Carol eancli@grda. com Actrm
Chaslophes Till cllSgrda com Aslirog
Bdafi Foote mésoteionda com Acive
Errol Gogd gapd@Rant com Actre
Richard Gulotts uilptiadiouia com Aclive
Ed Hammons ghammons@grda com Active
1 ta 10 of 37 total Hest l

Figure 3.2.2 View User List Page

3.2.3 View User Details Page

The View User Details page displays all of the information for the selected user.
It details the user’s contact information, authorization information, and assigned

© 2010 Southwest Power Pool. All Rights Reserved.
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roles (Figure 3.2.3). On the User Details page, click Update to make changes to
the user’s information.

Contact Information

First Hame

Last Hame

E-mail Address

Wark Fhane Number
Addbonal Fhone Mumber
Job Tite:

Cemificate Senal Number
Cenificate I5suer
User Status

Tannills
Tems
WimsGanp ey

{501) BE8-1651

L5A

4d-c8-63-a7-00-00-00-00-1-58

Authorization Information

C=US. 5=MN, L=Minnedpoks, O=0pan Access Technology Intemational Inc. CH=0ATI WebCARES lssuing CA

Acire

ransmission Cwner - DGEE ELECTRIC SERVICES:

Local Security Adminigirator
arket Operation FRobes:
no roles assigned

Back |

Figure 3.2.3 User Details Page

3.2.4 Update User Page

The Update User page displays all of the information for the selected user
(Figure 3.2.4), and enables you to update any of the following fields.

=  E-mail Address

=  Work Phone Number

= Additional Phone Number

= Job Title

= Certificate Serial Number

= Certificate Issuer

= User Status

= Roles Selection Information

© 2010 Southwest Power Pool. All Rights Reserved.
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Update User
Contact information

First Name | Tennile

Lastame: | Tens

Work Phone Humber: | (501) BB 1051

|
|
E-mail Address | ttims @Bape g |
|
|

Additional Phone Number: I
Job Title: L34 e
Certificate Serial dumber | ASE 03T Q0000000 1558
©= U5, SeMN, Lellinneagolis, G=CpanAcoess Teztnobgy Inmmatonal ine, CHeOATI -
WebCARES Wming CA
Certificate Issuer:

User Status: | Active v

lmw-mu:

O vt Comacts [ view sty Reusicnshio Wodel
e weasages [ it moc mintain Suevics Rinawtsts
[ v emamrcnmnge wiacee osn [ wpieasview ater Doy

O wpioas/ Vi MvARE Data

Fields in bold are required. Sack | Subma |

Figure 3.2.4 Update User Page

When updates to the user’s details are complete, click Submit. The Update User
Confirmation page (Figure 3.2.5) will be displayed.

Update User Confirmation
Contact Information

Firzt Name: Tennille

La=t Name: Tims

E-mail Address: tim

Work Phons Mumber: {501) B88-1851

Additional Phone Number:
Job Title: LA

Metering Agent
Certificate Serial Number: 4d-08-53-37-00-00-00-00-1c-58
Certificate lzsuer. C=US, S=MN, L=Minneapalis, O=0pen Access Technology Intemnational Inc, CN=0ATI WebCARES |ssuing CA
User Status: Active
I —
Meter Agent - GRDA_MA:

Local Security Administrator

Your portal user has been succesfully updated. The updated user information is listed above.

Print | Add New User | Update |

Figure 3.2.5 Update User Confirmation Page

= To create a new user from this page, click Add New User. The Create
User page will be displayed.

= To make updates to the currently displayed user, click Update. The
Update User page will be displayed.

8/10/2010 © 2010 Southwest Power Pool. All Rights Reserved. Page 11 of 12



oSpp
Southwest

Power Pool

Metering Agent LSA User’s Guide

4. Frequently Asked Questions

Portal User Question/Issue

Response

I am getting a timeout error when
accessing the Portal.

Confirm that you are accessing the correct URL.
The browser will not release the certificate when
you try to navigate to a URL containing
/gsef/index.

What is the wait time (or timeout
value) for inactivity before the Portal
shuts down automatically (logs me
off)?

12 hours

I have a new certificate from OATI,
but when I use it to log on to the
Portal, it gets an error.

Ensure that your certificate has been updated in
the Portal.
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